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Abstract - With data storage and sharing services in the
cloud, users can easily modify and share data. The main
aim of this study is to check the integrity of the user in
order to prevent data being attacked by unauthorized
user. In this paper we propose method to eliminate the
Third Party Auditor from cloud computing which
mainly checks the integrity of user by ensuring whether
the user is authorized or not. In this paper we include the
new concept of dynamic encryption. In dynamic
encryption the encryption algorithm type is decided
dynamically depending upon the type of data as well as
the size of data.
1. INTRODUCTION
The cloud computing is the concept of delivery of computing
as a service rather than product, the computer resources,
software and information shared instead of other devices.
In the idea of cloud computing the user of cloud outsources
its data on to the cloud, and then the third party auditor is
going to check authorization of that user to access the cloud
[2]. In cloud if it is found that the unauthorized user is trying
to access data of any other authorized user then the third
party comes in picture, the third party comes in picture, the
third party auditor gives the notification to the authorized
user that some unauthorized user is trying to access its
private data [5]. The concept of cloud computing represents
a shift in thought, in that end users need not know the details

of a specific technology. The service is fully managed by the
provider. This on demand service can be provided at cloud
service providers are making a substantial effort to secure
their systems, in order to minimize the threats of insider
attacks, and reinforce the confidence of customers. In the
cloud scenario if third party auditor itself get hacked then the
authorized will not receive any notification of unauthorized
access of its data. So in the propose method the service will
eliminates the third party auditor.
2. RELATED WORK
Cloud Computing could be defined as utilizing the internet
to provide technology enabled services to people and
organizations [1].The advantages for using cloud computing
are Reducing capital expenditure, operational risk,
complexity, maintenance and increase scalability. They
propose diffie-hellman key exchange blended with advance
encryption standard algorithm and digital signature but in
future they faced the problem that if key in transmission is
hacked then diffie-hellman key exchange is useless [4].
Traditional cryptographic technologies for data integrity and
availability, based on hash functions and signatures schemes
[7],[8],[9],cannot work on the outsourced data without a
local copy of data. In addition , it is not a practical solution
for data validation by downloading them due to the
expensive communication especially for large size files.
Moreover the ability to audit the correctness in a cloud
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environment can be formidable and expensive for cloud
users. Therefore it is crucial to realize public auditability for
CSS, so that data owners may resort to a TPA who has
expertise and capabilities that a common user does not have,
for periodically auditing the outsourced data. This audit
service is significantly important for digital forensics.
To implement public auditability, the notions of proof of
retrievability (POR) [7] and PDP [9] have been proposed by
some researches. These approaches were based on a
probabilistic proof technique for a storage provider to proof
that client’s data remain intact. For ease of use, some
POR/PDP schemes work on a publicly verifiable way, so
that anyone can use the verification protocol to prove the
availability of stored data. Hence, they help accommodate
the requirements from public auditability. POR/PDP
schemes evolved around an untrusted storage offer a
publicly accessible remote interface to check the tremendous
amount of data.
In this scheme an outsourced file is directly split into n
blocks, and then each block generates a verification tag.
Therefore, it is inefficient to build an audit system based on
this scheme. To address such a problem, we introduce a
fragment technique to improve system performance and
reduce the extra storage.
Some researchers have suggested that user data stored on a
Service-provider’s equipment must be encrypted [11].
Encrypting data prior to storage is a common method of data
protection, and service providers may be able to build
firewalls to ensure that the decryption keys associated with
encrypted user data are not disclosed to outsiders [12].
However, if the decryption key and the encrypted data are
held by the same service provider, it raises the possibility
that high-level administrators within the service provider
would have access to both the decryption key and the
encrypted data, thus presenting a risk for the unauthorized
disclosure of the user data.
Existing methods for protecting data stored in cloud
environment are user authentication, building secure channel
for transmission of data. For this procedure they use various
Cryptographic as well as Security based algorithm such as
AES (Advance Encryption Standard), DES (Data Encryption
Algorithm), Triple DES, RSA algorithm with digital
signature [13].
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core design principles is to provide dynamic scalability for
various applications. This means that remotely stored data
might be not accessed by the clients but also dynamically
updated by them, for instance, through block operations such
as modification, deletion and insertion. However , this
operations may raise security issues in most of the existing
schemes, example ,the forgery of the verification metadata
generated by DOs and the leakage of the user secret key.
Hence it is crucial to develop a more efficient and secure
mechanism for dynamic audit services, in which a potential
adversary’s advantage through dynamic data operations
should be prohibited.
In our proposed model some important security services,
including authentication, confidentiality and integrity, are
provided in cloud computing system.
We propose a model which separates Encryption-Decryption
service from the actual cloud storage. Because of this the
data and decryption key will be at different storage area so
the attacker will get either encrypted data or decryption key.
This tends to provide extra level of security. In their
proposed model the Encryption-Decryption service will only
encrypt the data and this encrypted data is send to cloud
storage and then original data is deleted from EncryptionDecryption service.
The algorithms used in existing systems are RC4, RC5, AES
that resulted with many drawbacks. To overcome these
drawbacks we are using RC6 for encryption and decryption
and SPEKE for key generation.
3. EXISTING SYSTEM
In the existing system the main role of authentication of user
is done by TPA, the TPA verifies the user whether it is valid
user or not [3]. If the user is not authorized then the TPA
notify to the user that his data is used by some unauthorized
person. But if the TPA itself get hacked then the user will
not get an notification mail from TPA. Authentication and
verification is done at TPA level and not at admin level. In
existing system, the clients store the data in server. That
server is untrustworthy and after the third party auditor can
audit the client files. Existing protocols can support both
features (Data Dynamics and Public Verifiability) with the
help of a third party auditor. Remote data integrity checking
is a crucial technology in cloud computing.

Another major concern is the security issue of dynamic data
operations for public auditing services. In clouds one of the
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In existing cloud system, there are no of threats occurred and
they are as follow:
1) Abuse and Nefarious use of cloud.
2) Insecure Interfaces and APIs.
3) Malicious Insider.
4) Shared Technology Issues.
5) Data Loss and Leakage.
6) Account or Service Hijacking.
4. PROBLEM DEFINITION
Current working scenario involves paper based work for
Data analysis and verification. Data Storage is one way to
mitigate the privacy concern. Unauthorized users can leak
or misuse the data, this problem still remains due to the
paper based work. To overcome the disadvantages of the
existing protocols, in this paper we are coming with a model
of service which will replace TPA by Data Auditing service
in the cloud scenario .
5. SYSTEM ARCHITECTURE
We adapt to support public verifiability, without help of a
third party auditor. The protocol does not leak any private
information to third party verifiers.

Figure 5.1.System Architecture
5.1. Service model:
We propose a service model in the following way:
Step 1: As emphasized [15], for security reasons, it is
necessary for the cloud service providers to storage data and
keys separately on different servers inside the cloud in
practice. Therefore, in our mechanism, we assume the
Encrypted data and key are stored separately on different
storage media.
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Step 2: Before decrypting the data the user have to enter
OTP which is sent on his mail and combination of OTP, key
and encrypted data are used to generate original data.
Step 3: For accessing the data the user is restricted in read
only mode and for insert, modify and delete the notification
is sent to admin.
Step 4: After encryption or decryption the original data is
deleted from the Encryption and Decryption services.
Step 5: For securing the Account and Service Hijacking, we
are replacing the TPA. The work of TPA will be done by
data auditing service.
5.2. Data Auditing Mechanism:
1) Initialization - Data owner sends encrypted data
and
verification tags to server.
2) Challenge - Auditor sends Challenge to the cloud server.
3) Proof - Server responses with Proof.
4) Verification - Auditor verifies correctness of the Proof.
6. SUMMARY
In this paper, we examine the threats in cloud system and
with our proposed service we are eliminating these threats.
We presented our security solution for privacy- preserving
cloud services. In addition, fair revocation process for all
users. Users use secure devices during the authentication
process. Use of data auditor prevents data leakage.
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