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Abstract: Now a day’s there are various electronic payment

server the communication is followed. Before we start with
3D secure password first we need to know about what is 3D
and what is 3D secure?.

issues are coming into picture, Electronic payment is the very
important step of the electronic business system, and its
security must be ensured. SSL/TLS and SET are two widely 3D is three domains and 3D secure is the XML based protocol
discussed means of securing online credit card payments. implemented to provide better and high security to credit as
Because of implementation issues, SET has not really been well as debit card transactions. So, the password formed by
adopted by e-commerce participants, whereas, despite the fact 3D secure protocol is called as 3D secure password. It used to
that it does not address all security issues, SSL/TLS is protect your card when your paying over the internet.SSL is
commonly used for Internet e-commerce security. The three- implemented in most major Web browsers used by
domain (3D) security schemes, including 3-D Secure and 3D consumers, as well as in merchant server software, which
SET have recently been proposed as ways of improving supports the seller's virtual storefront in cyberspace.
ecommerce transaction security.
Peoples are facing various issues regarding their e- II.
II. SECURE ELECTRINIC TRANSACTION
card (i.e. misuse of it) as well as they are facing online
payment issues like hackers are hacking customers e-card data
Many companies made a promise to banks,
and stealing various details that’s why there is need to provide
merchants and consumers that they would make such
some mechanism that will provide a security on same issue
protocol that will make internet safe for credit card
and customer will feel secured while doing online transaction
transactions. Secure systems provide critical security to
without any hesitation. This paper focusing light on same
E-commerce. There are essential security requirements
issue with implemented mechanism i.e. 3D secure protocol.
for safe electronic transaction or payments like
Authentication, Integrity, Encryption, Non-repudiations
Keywords: Secure electronic transaction (SET), 3D secure, Secure
electronic Payment (SEP), Secure socket layer (SSL), ACS server .

I.

INTRODUCTION

Based on our current research about SSL, SET, 3D
security schemes and the requirements of electronic payment,
we introducing a secure and efficient E-Payment protocol.
The new protocol offers an extra layer of protection for
cardholders and merchants. Customers are asked to enter an
additional password after checkout completion to verify they
are truly the cardholder; the authentication is done directly
between the cardholder and card issuer using the issuer
security certificate and without involving the third party [3].
E-commerce system provides various participants
including consumer, merchants to achieve integrity,
authentication. E-commerce provides various categories in
transaction sections like business to business (B2B), business
to consumer (B2C), consumer to consumer (C2C) with ACS

A. Problem with SSL: In this sense, SSL provides a secure
channel to between the consumer and the merchant for
exchanging payment information. This means any data sent
through this channel is encrypted, so that no one other than
these two parties will be able to read it. In other words, SSL
can give us confidential communications, There are various
merchants they can be dishonest, this layer provides very
basic security level that used only at card holder and
eavesdroppers but not from the merchants. Which can
provide invalid card number and can claim for refund from
there bank without cause. That’s why SET.[1]
The purpose of the SET protocol is to establish
payment transactions that provide confidentiality of
information; ensure the integrity of payment instructions for
goods and services order data; authenticate both the
cardholder and the merchant [3]. Here some entities are
introduced cardholder, merchant (web server), and merchant’s
bank, issuer (cardholder’s bank) .Here before starting the
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communication they must register with valid CA (certificate
authority) and then proceed.
SET relies on science of cryptography. Here
encoding and decoding of messages takes place for security
purpose where they use two primary functions i.e. secret key
and public key cryptography. Here Message or data is
encrypted using a randomly generated key that is further
encrypted using the recipient's public key. This is referred to
as the "digital envelope" of the message and is sent to the
recipient with the encrypted message. The recipient decrypts
the digital envelope using a private key and then uses the
symmetric key to unlock the original message. The secret key
cryptography is not of that use because it provides very basic
level of encryption which is not useful for large group of
data.[2]
However, by using public-key cryptography, that
merchant could create a public/private key pair and publish
the public key, allowing any consumer to send a secure
message to that merchant.
III.

3D SECURE TRANSACTION PROTOCOL AND
ANALYSIS
3D secure protocol is implemented to prevent fraud and
chargeback transaction over internet. Here we need to ensure
first that our merchant number or merchant id is configured to
perform 3-D secure processing. After that MPI (Merchant
plug in) is processed. It is a software tool or module that

involved in part of 3D secure process. It is used to identify
card holder details and it contacts card issuer to find whether
the card holder is enrolled to 3D secure scheme. If he is
enrolled then MPI will return address of card issuer’s ACS i.e.
Access control server. After processing merchant redirects
customer’s browser to verify the identity of its customer
Process of transaction starts with customer when he opts
to make a payment on the merchant’s website the merchant
sends 3D query request to secure trading including the details
of customer. Then secure trading interprets the request from
the merchant and then contact to card issuer to establish a
connection if the customer is enrolled in their 3D secure
scheme. After all merchant receives 3D query response from
secure trading. If the customer is enrolled merchant will
redirect customer to access control server using URL in 3D
secure response then authentication starts customer enters
information by entering password on their card issuer’s ACS
after that customer is redirected to merchant’s website. Then
merchant submits authorization request to secure trading then
authenticity of customer is confirmed then it interprets request
from the merchant then check for validation from merchant’s
acquiring bank and then sends response to the merchant.
Finally merchant interprets authorization response from
company and then displays success/failure page to the
customer.

Makes an order
Shopper

Tries to pay
Enters card details
Try
Again??

Decline
Transaction

Invalid

Trading Company
(VISA)

Ok

Continue
With
transaction
Fig 1.1 General flow of 3D secure Protocol

2 | Sinhgad Institute of Management & Computer Application(SIMCA)

ICI2TM 2016

IV.

ISBN:978-93-5254-640-4

SECURITY AND
TECHNIQUES

FRAUD

PREVENTION

Now a day’s security is important area to be
considered for online payment platforms. The first
step to ensure that your dealing with reputable
company
who
are
PCI
compliant.
PCI is the payments cards industry Data Security
Standard i.e. (PCI DSS) is the world wide security
standard that applies to organization that transmit
to store card holder data. The next important to be
considered is fraud prevention services that
include:
4.1 Address Verification Service: AVS is
a service that allows the billing address provided
by the customer to be verified with the issuing bank
at the time of authorization.
4.2 Card Verification Code: The CVC is
an extra security measure introduced to give
increased protection against credit card fraud. 3 or
4 digit security code is usually printed on the back
of the card. The customer will be required to enter
this along with the credit card number and expiry
date. It will be verified along with this information
by the credit card issuer. CVC is also known as
Card Security Code (CSC) and Card Verification
Value (CVV).
V.

ADVANTAGES

3-D Secure system is a set of security
standards developed by Visa, but implemented also
by other card organizations. The Visa system is
called Verified by Visa and the MasterCard system
is offered as MasterCard Secure Code. In case of a
transaction completed with 3-D Secure, it is the
card issuing bank that assumes the risk, not the
merchant. And most importantly, charge backs are
not permitted if the merchant complies with the
acquirer’s legal requirements (3-D Secure has been
activated for the card; the payer has been redirected
by the merchant to a website where the card
authentication takes place; the authentication
process was successful). 3-D Secure definitely
reduces the risk of fraudulent transactions and
decreases the number of disputed transactions. It
also boosts consumer confidence which can result
in increased sales.
VI. CONCLUSION
After studying the various components of 3-D
secure protocol We conclude that it will provide
better security and remove the risk over the internet
in online payment system. Thus, making the
customer comfortable with the concept of online
payment, and increase its usage and making things
more comfortable for the customer and the
merchants.

REFERENCES
[1] http://ccc.cs.lakeheadu.ca/set/set_lw.pdf
[2]
https://www.cl.cam.ac.uk/~rja14/Papers/fc10vbvsecurecod
e.pdf
[3]
http://globalrisk.mastercard.com/wpcontent/uploads/2015/12/Advantages-of-Risk-BasedAuthentication.pdf
[4]http://www.visanet.com.pe/verified/demovisanetweb/resources/3DS_7001501_System_Overview_external_v1.0.3.pdf
[5]https://www.payon.com/sites/www.payon.com/files/do
wnloads/Product%20Sheet%20%20CVV_AVS_Card%20Verification_0.pdf
[6]http://acquiring.elavon.com/documents/pdfs/cnp_fraud_
prevention_en.pdf
[7]https://iconnect.insead.edu/Search/CKEditorLibrary/Saf
erpay%20Secure%20Card%20Data%20V3_1_5%20EN.p
df
[8]https://usa.visa.com/dam/VCOM/download/merchants/
verified-by-visa-acquirer-merchant-implementationguide.pdf

3 | Sinhgad Institute of Management & Computer Application(SIMCA)

